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Csizmazia-Darab Istvan
Sicontact Kft, antivirus.blog.hu
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hiztonsag a digitalis vilaghan

Ransomware

- Mi ez az egész?

- Allegelsd ransomware
- De miért csinaljak ezt?
- Evolticié (Darwin beajulna :-) |
- Hires incidensek

- Fizetni vagy nem fizetni?

- Védekezés
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Bemutatkozas

Szakmai tapasztalat:

1979-1980: FUTI, R20/R40 nagygépes operator

1981-1987: HUNGAROTON hanglemez studid, studios

1988-1990: Volan Tefu Rt, programozo

1990-2000: EROTERYV Rt, programozé + virusadmin egy 400 gépes haléban
2001-2003: 2F Kift, F-Secure és Kaspersky support, Virus Hirad6 fészerkeszt6
2003-2005: IDG, PC World online szerkesztd, ujsagird

2006-2007: Virus Buster Kft, kartevé elemz6, sajtohir felelbs

2007- . Sicontact Kft, IT biztonsagi szakértd
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hiztonsag a digitalis vilaghan

Szavazas - Mit kddolnak el a zsaroldévirusok?

A. Csak képeket
B. Csak Office dokumentumokat

C. Képeket, dokumentumokat, adat-
bazisokat és mentési allomanyokat

D. Ezek mindegyikét, s6t akar a
teljes mereviemezt is
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| hiztonsag a digitalis vilaghan

1989. PC Cyborg Corporation AIDS informacios floppylemez

- 26 ezer egeszsegugyi intézmeénynek

- 3 példanyt Magyarorszagra is kuldtek: a Hematoldgiai Intézet, a Janos Kérhaz, KFKI

- ezeknek postazas kodzben laba kelt :-)

- sajat algoritmussal folyamatosan titkositotta a merevlemezen az allomanyokat

- a 99. yjrainditas utan a trojai Uzent: "A szoftverbérleti szerzbdés erre a szamitéogépre
lejart. Amennyiben még szeretné hasznalni ezt a szamitogépet, meg kell vjitania a
bérleti szerzbdeést. Tovabbi informaciokért kapcsolja be a nyomtatot és nyomja meg
az Enter billentydit".

, ORIGINAL ENVELOPE - POST MARKED 6 DEC

- panamai postafiok cim "
- 189, vagy 378 USD valtsagdij
- csekken vagy atutalassal

- sikertlt elfogni a készit6t

- Joseph L. Popp, 1 évig készult
ra :-)
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hiztonsag a digitalis vilaghan

Ransomware - Mi ez az egész?

ransomware: valtsagdijat kovetel a rendszer/fajlok feloldasaert
locker: kizarja a felhasznalot (RIAA, FBI, CIA)
cryptoware: titkositja az eszk6zon talalhato fajlokat

- fert6zott weboldalak, megbizhat6 oldalak fert6zott reklamjal (malwertlsmg)
- e-mailek, csatolmanyok (.zip, .exe)
- fajlcserél6kon warez programokban
- botnetek is teritik

- USB eszkozok

- sebezhetd vagy nyitott RDP

- 100-500 euro 0sszeg Bitcoin-ban (BTC)
- TOR C&C szerver
- 72 oras hatarido

Ha lejar a hataridd:
- a zarolt adatok végleg elvesznek |
- és/vagy kiteszi 6ket publikus weboldalra §

& h S‘;ﬂ' ¢ X 7 | il
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A MIERT-ek
- 2000. utan mar féleg rejtézkodés, adatlopas, kémkedés, adatok eladasa
- a hamis AV komoly pénztermel0 agazatta valt
- kifizet6do lett a kulonféle elektronikus kartevbkkel, csalasokkal foglalkozni
- 2008-ban az USA-ban ebbdél mar tobb a pénz,
mint a drogkereskedelembdl
105 milliard USD
- ransomware: jo Uzleti modell
- j6 a megtérulési aranya
- a ransomwares blinbandak
bevétele havonta egymillio

USD addmentesen
(FBI, 2015.)

KinoSpace.com.ua

" - o8
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hiztonsag a digitalis vilaghan

Ransomware kit bagoéért

- 400 USD a Cryptolocker/Cryptowall
Ransomware készitd készlet

- forraskdddal sem tobb 3000-nél

- teljes kor technikai tamogatast jar
hozza (RaaS, Ransomware as a Service)

- vasarolhatunk kulonféle kiegészit6
modulokat, testreszabast, nyelvi illesztési
lehet6ségeket is

%

CryptoLocker 3.1 $400.00

Digital Download
by firewOrm

Encryption algorithm BlowFish 448 bit (stronger then
AES).

- 448 bit key is generated on computer and sent to
C&C. Each computer generates unique key. Key is not
stored on computer and is purged from RAM.

- All C&C decryption keys are encrypted with the RSA-
alg (1024 or 2048 Bit Keys). The Password used to
decrypt the private key is not stored and only
temporary used(conclusion: even if the server is [
raided or compromised the User-Passwords cannot

be decrypted).

- Locker can communicate with C&C over Tor, without
losing any connections (contact support for more
information - we are using a different technigue).

- Files in all locations (external media and network)
are encrypted.

- Encrypted extensions: odt, ods, odp. odm, odc, odb,
doc, docx, docm, wps, xls, xlIsx. xlsm, xlIsb, x|k, ppt,

pptx, pptm, mdb, accdb, pst, dwg, xf, dxg, wpd, rtf,

wb2, mdf, dbf, psd, pdd, pdf, eps, ai, indd, cdr, jpg. -
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hiztonsag a digitalis vilaghan

CryptoLocker - 2013. szeptember

P CryptoLocker

- jelentés és Ujszeri fenyegetés Your personal files are encrypted!
: Your important files encryption produced on this computer: photos, videos,
. . dqcurnents, etc, Here is a complete list of encrypted files, and you can personally verify
- 2048 bites egyedi the,
H H E ti duced Lsi i ublic key RSA-2048 ted for thi
aszimmetrikus RSA kulcs _ compLter, To dearypt s younead to cbta the privatekey.

- a titkositasi kulccsal nem lehet
visszafejteni

The single copy of the private key, which will alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files. ..
To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR | similar amount in another currency.

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate

= mé S ku ICS a tltkos ité Shoz, m é S Private l:::el'_.r0 \,wlllgl_h2 gnl‘;;ru:m:-cl on destruction of the private key by server |
a feloldashoz 6:00 PM

Time left

- minden felmappelt meghajton 71:59:33
veégigmegy

- USB tarold, halézati meghajto,
felh6s tarhely
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hiztonsag a digitalis vilaghan

CryptoWall - 2014. aprilis e

€« C' {4 htips://kpai7yer7 jxgkilp.torexplorer.com/44d0)

Refresh § Payment § FAQ § Decrypt 1 file for FREE § Support

We are present a special software - CryploVWall Decrypter - which is allow to decrypt and return control to all your encrypted files.
How to buy CryptoWall decrypter?

- 500 $-nak megfelel6 6sszeg
Bitcoinban

Obitcoin

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.

- 2014. marcius-augusztus: Horoars our rcommendaions:

+ Coin,mx - Recommended for fast, simple service. Takes Credit Card, Debit Card, ACH, Wire

6 OO , 00 O P C m egfe rt62ése « LocalBilcoing. com - Senice allows you to search for people in your community willing to sell bilcoins to you directly.

« bitquick co - Buy Bitcoins Instantly for Cash
« How To Buy Bitcoing - An international directory of bitcoin exchanges.
» LCash Into Coing - Bticoin for cash.

- 5,250,000,000 fajlt titkositott Do el

« biltyhicioys ¢om
+ Ziplap - ZipZap is a global cash payment network enabling consumers to pay for digital currency.

b 1 ,600 éldozat (0.27%) fizetett 3. Send 1.19 BTC to Bitcoin address:  16yd WiZNZa2ul ZGWALUDCDJ2 Ttwd2uFaT? Get QR code

4. Enter the Transaction ID and select amount:

dsszesen 1.1millié $ valtsagdijat (e == 20 v56 |

Note: Transaction ID - you can find in defailed info about fransaction you made
(example 4421 4efca56ef38386ddbd20c4 001241 Sa2 T4 HOTHcl2eZaa 0] 14cdd112)

5. Please check the payment information and click "PAY".

Your sent drafts
Draft number or trangaction |0

Your payments not found.

0 valid drafts are put, the total amount of 0 USDVEUR. The residue is 500 USDIEUR.
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hiztonsag a digitalis vilaghan
CTB-Locker - 2014. junius (Curve-Tor-Bitcoin)
- adott IiSta Szerinti kiterjesztéSU _IIIIIIII/II.III/II.I!I//II.IIIIIII!./III!//IIII!I/!I//!I.III!II!I/I!IIIIII.I!I//II.II!II'
allomanyokat keres B =

- RSA-nal erésebb Elliptical curve
Cryptography (ECC) titkositas

Your documents, photos, databases and other important files have been encrypted with
strongest encryption and unique key, generated for this computer

Private decryption key is stored on a secret Internet server and nobody can decrypt your
files'until you'pay and obtain the private key

- gyakorlatilag lehetetlen vissza-
szerezni a fajljokat

You only have ¢ within provided
time, all you to recover them.

Press “Wiew" to view 1

- 8 Bitcoint kovetelnek, kb. 1,680
USD, kb. 460 ezer HUF B o comecklo dhe s

- a Test lehet6séggel 5 darab
tetszbleges allomanyt ingyen

helyreallithatunk 71:56:31
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- 96 oOra, azaz 4 nap

- utana duplazodik a valtsagdij
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Simplocker - 2014. junius

- Android platformon terjedé trojai

hiztonsag a digitalis vilaghan

- zsarol6 programkeént terjed és titkositja a mobil SD kartyajat

- a legelsd valtozatban durva kodolasi hiba

- a jelsz6hoz konstansként hozza
lehetett férni :-)

- visszafejtés a TOR alapu C&C
szerver, és fizetés teljes
kihagyasaval :-D

- azota mar tobb, mint otven u;
Simplocker verzio jelent meg

- az U] valtozatokban sajnos mar
javitottak ezt a balfogast :-(

FCOCRAL DURCALI OF INVCST GATION

RCLCADIT 16 AVAILASLE AT THOUSANDS OF LOCATIONG,
INCLUDING SAFEWAY, SAVE MART, AND ALBER TSONS. FIND A
LOCATION KEAR ¥OLK

hitps:} fwww_reloaditcom/store_locator. aspe
SAFEWAYL). VONS Dominicks GENUARDIS )
= 223 PAVILONS CARRS sarewar()

LOAD A CARD 1 14 8200 AKL ENTEH SCRAICH GFF FIN
RFEL O

AS A RESULT OF FULL SCANNING OF YOUR DEVICE,

SOME SUSPICIOUS FILES HAVE BEEN FOUND AND 1 2 3
YOUR ATTENDANCE OF THE FORBIDDEN
PORNOGRAPHIC SITES HAS BEEN FIXED. FOR THIS
REASON YOUR DEVICE HAS BEEN LOCKED 4 5 6

INFORMATION ON YOUR LOCATION AND SNAPSHOTS
CONTAINING YOUR FACE HAVE BEEN UPLOADED ON

THE FBI CYBER CRIME DEPARTMENT'S DATACENTER. ¥ 8 9
* You have been subjected to viclation of Copyrght
and Related R.-,;l-l s Law (Video, Music L...,".J'r.ilt': and clear n

llegally using or distributing copynghled contents
tirke 1 Card . 8 oof the Cram

2016.05.05.
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hiztonsag a digitalis vilaghan
T E P T

5 L A C R ¥

TeslaCrypt - 2015. februar

- Adobe Flash sebezhetdség
(CVE-2015-0311)

- 1.5 Bitcoin (420 USD)

All your important files are encrypted.

- "support” szolgaltatast kinal
At the moment, the cost of private key for decrypting your files is 1.5 BTC ~= 415 USD.
= J étékféjl Ok tltkOS I'ta'sa Your Bitcoin address for payment: 1JVRThJ2wmdVrogHed6fivWMIEIRynMEWEF2

(Call of Duty, Minecraft,
WoW, Steam) $ PURCHASE PRIVATE KEY

WAITH BITCOIN

- a jatékosok fizetnek

You can also make a payment with PayPal My Cash Card

- 2015-ben 111 milliard USD In case of payment with PayPal My Cash Card your total payment is 1,000 USD ( 2 PayPal My Cash Cards }
bevétel

$ PURCHASE PRIVATE KEY
WITH PAYPAL MY CASH CARD
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ENJOY SAFER TECHNOLOGY"

- Android platformon terjedé trojai "i
- képes megvaltoztatni a készulékek RAL BUREAL OF INVESTIGATION

LockerPIN - 2015. szeptember

PIN kodjat PENALTY AS A BASE MEASURE OF PUNISHMENT ON YOU
WHICH YOU ARE OBLIGED TO PAY IN A CURRENT OF THREE
- lezarja a készulék képernydjét CALENDAR DAYS IS IMPOSED. THE SIZE OF THE PENALTY IS
$500.00

- 500 dollar (kb. 140 ezer HUF)
valtsagdijat kér ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE
OR YOUR ATTEMPTS TO UNLOCK THE DEVICE
INDEPENDENTLY WILL BE APPREHENDED AS UNAPPROVED

ACTIONS INTERFERING THE EXECUTION OF THE LAW OF THE
UNITED STATES OF AMERICA (READ SECTION 1509 -
DBSTR ON OF COURT ORDERS AND DN 0 -

New Aggressive Android Ransomware

#LockerPIN Spreads in North America
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hiztonsag a digitalis vilaghan

[ Files Encrypted!

Power Worm - 2015- 0kt6ber & - C [ filey//C:fUsers/User/Downloads/DECRYPT_INSTRUCTION.htm!

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048.
More information about the encryption keys using R3A-2048 can be found here: http:/fen wikipedia org/wiki/RSA_(cryptosystem

What does this mean?
This means that the structure and data within your files have been imevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help. you can restore them.
L] L] 14

= 2 BItCOInt (220 ezer HUF) kertek How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private

All your files were encrypted with the public key, which has been transferred to your computer via the Intemet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

- hibasan volt megirva a zsarol6

What do | do?

p rog ral I l Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For more specific instructions, please visit this home page:

- a mégis fizetbknek esélyuk sem
volt adataik visszanyerésere

1.http://lgemfolptintjact.cnion.nu
Your ID# is qDgx5Bs8H

If for some reasons the address is not available, follow these steps:

1. Download and install tor-browser: http:/fwww torproject. org/projects/torbrowser. html.en
2. After a successful installation, run the browser and wait for initialization.

3. Type in the address bar: IgemfolptSntjaot.onion

4. Follow the instructions on the site.

IMPORTANT INFORMATION:

Your Home PAGE: http://lgemfolptintiact.onion.nu
Your Home PAGE(using TOR): Igemfolpt5ntjact.onion
Your |0 (if you open the site (or TOR 's) directly): qDgx5Bs8H

"Minden jo valamire, ha masra nem,
hat elrettenté péeldanak.”

(Murphy)

4
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CryptoLocker 4.0 - 2015. november
- nem csak a fajlok tartalma kerul elkddolasra, hanem a fajlneveket is titkositja

- a véletlen szamokbal, karakterekbdl allo tipusmegjelolés nélkuli allomanyokbal
lehetetlen kitalalni mi veszett el

- az 0sszegek is emelkednek, gyakori az 1.84 Bitcoin (kb. 700 USD) mértékl kovetelés

| % B - | Documents

Home Share Wiew

}f- u 3 'iil.n _ x 1 E: @ g Ecrl“:n FH select all

Wil Copy path 15 Select none
Copy @ Delete Rename Mew Properties

Pinto Quick Copy Paste ) Move y | ;
‘ﬂ Paste shortcut o to i Eer 2 & History DD Invert selection

dCCess

Clipboard drganize New Open Select

v 4 [& > ThisPC > Documents v O Search Documents

#F Quick access Name Date modified Type Size

m Desktop L] sjizmq2.ftz0 10/30/2015 7:45 A..  FTZO File 18,899 KB
e g L] in9ucwrOm 10/30/2015 7:45 A..  WROM File 47 KB

5 Documents

LS
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hiztonsag a digitalis vilaghan

Linux.Encoder.1 - 2015. november
- LAMP webszervereket érintheti: MySQL, az Apache, az Nginx

- a célbavett mappak (/var/lib/mysql, /var/www, /etc/nginx, /etc/apache, /var/log,
public_html, www, webapp, backup, .git, .svn)

=/ README_FOR_DECRYPT-2b¢ EJ|

- 380 USD—nek megfe|e|6 1 Your personal files are encrypted! Encryption was produced using a unigue public key RSR-2048 i
. . enerated for this computer.
Bitcoin (kb. 100 ezer HUF) | . ° ; \

To decrypt files you need to obtain the private key.

ol W M

- PoC, és készult hozza
univerzalis visszakddolo :-) | -

7 To obtain the private key and php script for this computer, which will automatically decrypt
files, you need to pay 1 bitcoin(s) (~420 USD).
8 Without this key, vou will never be able to get vour original files back.

The single copy of the private key, which will allow to decrypt the files, located on a secret
server at the Internet. After that, nobody and never will be able to restore files...

13 trirrrnrninnnniinilll PORSE FOR BAYMENT (ALSO AUTHORIZATION CODE) :
:9:9:0:0:9:9.0.0:9:9:9.9.9:9:0:9:9.9.9.9.9.9:9:9:9:9:9:0.0:99.¢.0. G I I SN S I L LU L B AR LI L N
WEBSITE: https://z54n57pg2eléuzeZ.onion.to

; INSTRUCTION FOR DECRYFT:
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Chimera - 2015. december

_ e|8680rban a CégeS éldozatoknak Sie wurden Opfer der Chimera® Malware.
lehet kellemetlen MSgLicherweise

funktionieren einige Programme nicht mehr ordnungsgemdf!

Hiermit werden Sie aufgefordert Bitcoins an die unten stehende

= TOR hélézaton kereSZtUI Adresse zu transferieren, um Ihre persdnliche Schliisseldatei
kommunlkél zu erhalten.
Adresse:
- a titkositott allomanyokat nem Forderung:

Csak ZarO|Ja Das Entschliisselungsprogramm und weitere Informationen, die
Sie zur Wiederherstellung Threr Dateien benétigen, werden auf
der folgenden Webseite zur Verfiligung gestellt:

- nem fizetés esetén feltolti egy
nyilvanos weboldalra

Wenn Sie der Forderung nicht nachgehen, werden wir TIhre
persdnlichen Daten, Fotos und Videos in Verbindung mit Ihrem

- 638 do”érnak megfe|e|6 BitCOint Namen im Internet verdffentlichen.
kovetel Sollten Sie iiber keine technische Innung werfiigen kontaktieren

Sie bitte einen Techniker, der Ihnen bestdtigen kann, dass
diese Forderung echt ist.

ieren Sie von unserem Affiliate

. Informationen im Quelltext di

s cp&foam HPF
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Recycle Bin

- Word-dokumentumban T IMPORTANT INFORMATION !!1!
terjed

oo rec.. | All Of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:

2t , z . http://en.wikipedia.org/wiki/RSA_(cryptosystem)
-a fallb? a,gyaZOtt makro t]?) http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
segitségevel o
Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.

i L. . To receive your private key follow one of the links:

- Word- és Excel-fajlokat | it e e R e e e e s
titkosit 2. http://twbers4hmi6dx65f.onion.to/66 CCABSAOOSBFOAF
3. http://twbers4hmibdx65f.onion.cab/66CCAB3AO0SBFOAF

- eltavolit minden Volume If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html

SnapShOt Service (VSS) 2. After a successful installation, run the browser and wait for initialization.
féj|t, mas néven az 3. Type in the address bar: twbers4hmi6dx65f.onion/66CCABSAO05BFOAF

7 7 z 4. Follow the instructions on the site.
arnyékmasolatokat

I Your personal identification ID: 66CCABSAO05BFOAF !!!

- a Bitcoin-os wallet.dat |
fajlt is megrongalja 2eEnOME .o oo’

-0.5-1 BTC (400 $ / 280£ )
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KeRanger - 2016. marcius

- Macintosh OSX alatt

A new version of Transmission is available!

- e|36 Valédl nem POC Transmission 2.92 is now available—you have 2.91. Would you like to download it now?
b

Release Notes:

- Transmission torrentkliensbe

terjedt el a hivatalos
weboldalrél Everyone running 2.90 on 0% X should immediately upgrade to and
run 2.92, as they may have downloaded a malware-infected file. This
new version will make sure that the "0%X.KeRanger.A” ransomware

Read Immediately!!!!

- Transmission 2.90 marcius 4. {more information available here) is correctly removed from your
computer.
- € rvényes fejleSZt(’ji alél’rés Users of 2.91 should also immediately upgrade to and run 2.92. Even

though 2.91 was never infected, it did not automatically remove the
malware-infected file.

- a 10.8-al bevezetett Apple

Gatekeeper Execution 2.90 App Changes
Prevention védelmi
technologla nem Skip This Version Remind Me Later Install Update

allitotta meg

- 1 Bitcoin (kb. 400 USD)
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hiztonsag a digitalis vilaghan

Cerber - 2016. marcius

- AES titkositas pl. "ZuOITC4HoQ.cerber"

- a gorog mitolégiaban az alvilag

T

E

J(=)| &) C\Users\Usen\Desktop\# DECRYPT MV FILES 0 = & ” & CERBER x | | ok

kapujat 6rz6 haromfejld kutya
-1.24 BTC (500 USD, 140 ezer HUF)

- ellenérzi, hogy a szamitogép nem a
volt Szovjetunid tagkoztarsasagaban
(Ormény, Azerbajdzsan, Fehérorosz,
Gruzia, Kirgizisztan, Kazahsztan,
Moldova, Orosz, Turkmenisztan,
Tadzsikisztan, Ukrajna, Uzbegisztan)

- 12 nyelven géphang: angol, francia,
portugal, torok, német, kinai, lengyel,
spanyol, japan, olasz, arab és
holland

- 7 nap utan duplazdédik a valtsagdij

Cybe‘r‘oam@ “‘C{? AIDA6G4

EERBER

Your documents, photos, databases and other important files have been encrypted!
To decrypt your files follow the instructions:

1. Download and install the «Tor Browser» from https://ww torproject.org/

2. Runit

3. Inthe «Tor Browser» open website:

http://decrypttozxybarc.onion/2222-2222-2222-2222-2222

4. Follow the instructions at this website

2016.05.05. CIO HUNGARY 2016. - Bitport
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hiztonsag a digitalis vilaghan
Petya - 2016. marcius

- a teljes meghajtot veszi
célba

You became wictim of the PETYA RANSOMLARE?

- modositja az MBR-t
The harddisks of your computer have been encrypted with an military grade
M Boot R d
( aSter OOt ecord, encryption algorithm. There is no way to restore your data wWwithout a special
512 byte) key. You can purchase this key on the darknet page zhown in step 2.

To purchase your key and restore your data, please follow these three easy

- titkositja az MFT-t steps:

(Master File Tab|e) 1. Download the Tor Bruuser"at "httpsfz’r’uuu.tl‘::rpruject.urg/". If you need
help, please google for "access onion page’.
2. Ui=it one of the following pagez with the Tor Browser:

- 0.9 BItCOIn ValtsangJ htt]]:-"'/pEt!,l' "'“I.Dl‘lil]ﬂ/g. .,
(431 USD) hitp:s7pety wmll« " .onion-g .
. Enter vyour personal decryption code there:

- Fabian Wosar és
leostone nFeI " "™ 1AL d wyl

abll 1 NH*" B =l plafFal =" "kLi.F 4 1

If you already purchased your key, please enter it below.

- Github-on ingyenes

2 e Rey:
visszaallitd

- kevésbé biztonsagos Salsa10 algoritmus

\ ‘E‘ z&;.‘
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Ki menti meg Ryan kozlegeny tuszul ejtett ad- SIBONTAGT

Samsam - 2016. aprilis

Your personal files are encrypted!

11:58:20

Your documents, photos, databases and other important files have been encrypted
RSA kulCS pért generél with strongest encryption and unique key, generated for this computer. Private

decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a
time period specified in this window.

1 BTC / PC Open http:/ /bs7aygotd 2rmjl4o.onion.link

or http:/ /bs7aygotd2rnjl4o.torstorm.org

sebezhetd, javitatlan szervereket fert6z

Red Hat JBoss vallalati termékeket keres

or http:/ /bs7aygotd2rnjl4o.tor2web.org

Kérhazakban tarol

in your browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:
1) Download TOR Browser from http:/ /torproject .org

2) In the Tor Browser open the http:/ /bs7aygotd 2rnjl4o.onion

{MNote that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

Write in the following public key in the input form on server:

el

Copy Public Key to Clipboard

e-l- " k :,#}
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Jigsaw - 2016. aprilis

- 0.4 Bitcoin (150 USD)
- jatszik velink :-(

- 60 percenkeént fajlokat
torolget: 1,2,4,8,16,...

- Windows reboot
buntetés: 1000 fajl

- Michael Gillespie
(@demonslay335)
JigSawDecrypter

Cybetoam

hiztonsag a digitalis vilaghan

Your computer files have been encrypted. Your photos, videos, documents, etc...
But, don't worry! I have not deleted them, vyet.

You have 24 hours to pay 150 USD in Bitcoins to get the decryption key.

Every hour files will be dele Increasing in amount every ti

4 1

time.
After > hours all that are will be deleted.

localbitcoins.
BIC.

If you do not have bitcoins Google the website
Purchase 150 American Dollars worth of Bitcoins or .4
Send to the Bitcoins address specified.

wWithin two minutes of receiving your payment your computer will receive the decrypt
T'ry anything funny and the computer has several safety measures to delete your file
As soon as the payment 1is received the crypted files will be returned to normal.

> system will accept e

Thank vyou

1l file will be deleted.
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hiztonsag a digitalis vilaghan

(<

Cyber.Police - 2016. aprilis

.....

- Android 4.0-4.3 rendszereket fert6zi

ATTENTION! YOUR DEVICE HAS BEEN LOCKED REASONS

o ) i . INDICATED BELOW.
- fertézott hirdetések Javascript
kédjéval terjed (malvertiSing) Remaining time to pay a fine
7 1 - 2 9 . 3 4 All actions are illegal, are fixed.
z r : History query stored in the
- k.e,t 10,0 dpllaros'AppIellTuneS . : database of the U.S. Department of
ajandekkartya kodot keér a Homeland Security

Otherwise the case file will be transferred to the

képerny6zar feloldasaert
Offender Information
- gyari resettel eltavolithato

Excerpt from the database of the Department #173-

- legyen mentés a képekroél,
9y P 17214

videokral, fajlokrol

Mame: & =

1P

Country: United States
Device O5: Samsung

Device 05; 4.2.2
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hiztonsag a digitalis vilaghan

Szavazas - Talalkoztak-e mar a vallalatnal ransomware fertozéssel?

A. Igen és adatvesztéssel is jart
B. Igen, de nem jart adatvesztéssel

C. Nem
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Ki menti meg Ryan kozlegény tuszul ejtett adatait? I SIGONTAGT

2013. november - CryptoLocker VS. rendérség

- Swansea (Massachusetts, U.S.A.) rendérérs

- nem is hallottak a Bitcoinrdl,
csak emiatt néztek utana

- elébb kifizették a 2 BTC
(750 USD)

- csak aztan szoltak az FBI-nak
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hiztonsag a digitalis vilaghan

2014. februar - CryptoLocker VS. ugyvédi iroda

- Goodson ligyvédi irodaban (Eszak-Karolina, U.S.A.)

GLLGHF

- a helyi IT részleg nem tudott segiteni

- kifizették a 300 USD (kb. 85 ezer HUF)
- de a 72 oras, azaz 3 napos hatarid6t

- a hatosagok lengyel és orosz szalat talalt =
- a nyomozasban nem jartak eredménnyel

- az ugyveédi iroda minden Word és Excel
fajliat elvesztette

- mentésuk nem volt, bezartak
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Ki menti ;neg Ryan kozlegény tuszul ejtett adatait? I SIGONTAGT

2016. Kérhazak a pacban

Your Personal files are encrypted!

- elavult az informatikai infrastruktura

- kevés a szakérté szemeélyzet

..........

- a védekezes, megelb6zés nem konny

2016. Hollywood Presbyterian
Medical Center (Kalifornia)

- a korhaz gépeinek titkositasa

- a feloldd kulcs 9,000 Bitcoin
(3.6 millic USD, 1 milliard forint)

- a hiradasokban mar 40 BTC, azaz ' {.. '
17 ezer USD szerepelt L .

\ h “._._,:"J \
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Ki menti meg Ryan kozlegény tuszul ejtett adatait? I SIGONTAGT

hiztonsag a digitalis vilaghan

2016. Klinikum Arnsberg (Németorszag)
- 200 szervert kellett leallitani
- féltek a klinikan beluli tovabbterjedéstdl

A leallitas alatt a betegellatas nem szunetelt, de:

- mutéteket kellett elhalasztani

- kartonokat toltottek ki, és telefonon, faxon tartottak a kapcsolatot az ott dolgozok
- a lekapcsolt levelezd szerver miatt kifelé is csak telefon és fax

- szemelyesen kellett menni a leletekért

9000 BTC?[if
N
C - |
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hiztonsag a digitalis vilaghan

2016. magyar korhazak is

- ot magyar korhaz

- Veszprém - Csolnoky Jené
Locky

YOUR PERSONAL FILES
ARE ENCRYPTED
TIME LEFT TO PA

- Zirc - Erzsébet Korhaz \ "8 71:59.02]
TeslaCrypt

- nem terveztek fizetni

- biztonsagi képzeést
tartottak a dolgozoknak
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hiztonsag a digitalis vilaghan

Eleinte voltak félsikerek :-)

- rendszer visszaallitas, de ez nem allitott vissza teljes korlien mindent
- az uj kartevok torlik a backup allomanyainkat és a rendszer visszaallitas adatfajljait is
- késBbb az 0sszes elérhetd meghajton talalhatdé Lomtarat is torolték

v c:\work\™ " - | *# ¥

tNév Kit. Méret | Datum Atlr.
<DIR> 2014.01.1519:48 ----

exe 761 856 2014.01.06 19:06 -a--

4 értesités v x

Fizetni vagy nem fizetni?

A , . A szamitogeépet veszély fenyegeti
- néha lehetséges az ingyenes A mermndria fertézott!

univerzalis helyreallitd

Objektum:
MOveleti memadria = C\Docurments and Settings
BN > YasdiLocal Settings\ Application Data
- nem uriemberekkel vagy Gral \Wzscuemrpiurdty. exe
B s Kartevi:
lovagokkal Uzletelunk, mddasult Win32/Flacader.BQ tréja

hanem biin6z6kkel S o N —
torlessel megtisztitva (a kivetkezd djrainditas
utan) - karantenba helyezve

- csak kb. 5% kap feloldd kulcsot

" h .,:::"'F iy
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hiztonsag a digitalis vilaghan

Hogyan mentsuk meg Ryan kozlegény tuszul ejtett adatait?

- Spamek, mellékletek dvatos kezelése,

- Biztonsagtudatos hozzaallas, képzeés

- Gyakori és rendszeres biztonsagi mentés 6
mindenrdél kuls6 adathordozokon

- Ne legyenek allanddan csatlakoztatva

- Naprakész OS, és szoftverkornyezet

- Letiltott %APPDATAY%, % TEMP%
programfuttatas

- Blokkolt TOR - t{zfal

- Letiltott Tavoli asztal kapcsolat (RDP)

- Biztonsagi szoftverekbdl a legujabb
termékverzio, jol konfiguralva

- ESET Live Grid felnd alapu szolgaltatas

Mi fér be jobban a zsufolt naptaraba: napi 1 orat
mozogni, vagy napi 24 éraban halottnak lenni?

A megelozés a legfontosabb

Rendszeres sajat mentés nélkul nincs esély elkerulni az adatvesztést
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hiztonsag a digitalis vilaghan

Koszonom a figyelmet \o/
csizmazia.istvan@sicontact.hu

7ev3n, Alpha, AutoLocky, BitMessage, Booyah, Brazilian Ransomware, BuyUnlockCode, Cerber, CoinVault, Coverton, CryptOLOcker,
CryptoDefense, CryptoFortress, CryptoHasYou, CryptoJoker, CryptoTorLocker, CryptoWall 2.0, CryptoWall 3.0, CryptoWall 4.0, CryptXXX,
CrySiS, CTB-Locker, DMA Locker, ECLR Ransomware, EnCiPhErEd, Hi Buddy!, HydraCrypt, Jigsaw, JobCrypter, KeRanger, KimcilWare,
KryptoLocker, LeChiffre, Locky, Lortok, Magic, Maktub Locker, MireWare, Mobef, NanoLocker, Nemucod, OMG! Ransomcrypt, PadCrypt,
PClock, PowerWare, Radamant, Radamant v2.1, RemindMe, Rokku, Samas, Sanction, Shade, SuperCrypt, Surprise, TeslaCrypt 0.x,
TeslaCrypt 2.x, TeslaCrypt 3.0, TeslaCrypt 4.0, TrueCrypter, UmbreCrypt, VaultCrypt, WonderCrypter
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