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Durva incidensek a karanténos tavmunka idején...

Csizmazia-Darab Istvan
IT biztonsagi szakértd, ESET/Sicontact

csizmazia-darab.istvan@sicontact.hu



2008. USA: tobb pénz a kiberblin0zésbdl, mint a drogkereskedelembdl: 105 Mrd USD



» CryptoLocker

Private key will be destroyed on
10/18/2013
10:29 AM

Time left

f1: 57 ' ok

Mi tortént magaval, Safranek?
A borotvalkozasnal megvagtam magam, uram.

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,

docurents, etc, Here is a complete list of encrypted files, and you can personally verify

this.

Encryption was produced using a unigque public key RSA-2048 generated for this
computer. To decrypt files vou need to obtain private key.

w yoL o decrypt the files, located

The single copy |
et the server wil destroy the key after a time

nat, nobody and never will be able to restore files, ..

To obtain the private key for this computer, which will automatically decrypt files, yvou
o pay 300 USD [ 300 EUR { similar arnount in another currency.

Click «Mext» to select the method of payment,

Any attempt to remoye or damage this software will lead to the immediate
destruction of the private key by server.

- 2013. Cryptolocker

- igazi veszteseg okozasa

- nyereseges uzleti modell

- 2015. ota OSX és Linux is
(KeRanger, Linux.Encoder)

- azobta is a leggyakoribb veszely




A harmadik torvény, a jo gengszter mindig alcazza magat.

- er@s, egyedi titkositas: 1024, 2048 RSA kulcs

- kesbbb még er6sebb ECC (Elliptical Curve Cryptography)

- C&C szerver rejtett TOR haldzat, "lenyomozhatatlan” Bitcoin, kriptovalutak
- keves univerzalis helyreallito, pl. AV letoltési oldalakon

- gyUjtemeny www.getcryptostopper.com/ransomware-decryptors/



Siker esetében szabad reménykednem némi kulon-jutalomban?
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Ransomware Evolution: Timeline from 1989 to 2019

Invention of Bitcoin

RANSOMWARE GOES BIG

2016 2017

2013-2015 2018
Ransom32 Wanna Cry )
CryptoLocker Locky Petya New Variants
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Threats of Online Backups
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2019
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Exploit-based
propagation

Cryptocurrency Cryplocurrency




Ha akcidba lép ez a gang, On hatraddlhet miszter,
nalunk nem lesz semmi gikszer...

Célkeresztben - akikre a legtobbszor Ionek
- korhazak, allami intézmeények, hivatalok
- COVID alatt tesztkozpontok, kutatdintézetek, gyogyszeripar, minden IS ;-)




Kivel kotunk uzletet?
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- Gral lovag VS. blnozo - vajon kapunk feloldokulcsot?
- FBI allasfoglalas
- tudunk-e targyalni, alkudni?



Luzerek, Darwin dijasok
Na gyerunk Safranek, ne tettesse magat hulyébbnek, mint amilyen!

- 2013. Swansea rendorérs: mi az a BTC? majd FBI

- 2014. Goodson Ugyvédi iroda (Eszak-Karolina) cséd

- programhibas zsarolo virusok

- 2015. Power Worm: 2 BTC (akkori 220 eHUF)
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2021-es felméreés szerint a helyreallitas koltsege atlag 10x-e a valtsagdijnak



Emelkedik a tét - Publikussa téetel, targyalas a GDPR hata mogott

- Doxing - néha csak bloff az adatlopas

- Nagy a latencial

- 2020. Lockheed-Martin, SpaceX, Tesla, Boeing, Honeywell - GOTO public

- 2020. CWT Business Travel Management Company (30e PC, 2 TB adat) 4.5 mUSD

Wellcome to file retrival X ‘ ‘i|ﬂ|

¢« C @ @ & fcjamé663uvgid2xbar24kab2vtahjzsne B v O & Q seach B@os » =

No any working decryption software is available from other sources.
DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

DO NOT USE ANY RECOVERY SOFTWARE that is aimed to restore encrypted files.
DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

Any of the above will make file recovery impossible.

Also, we have gathered all your private sensitive data.

Some sensetive information stolen from the file servers will be disclosed to public or
sold to a re-seller if you decide not to pay.

It will harm your business reputation.

Here is your options



Ki kene valamit talalni, mert a végen mehetunk vissza a balettba ugralni!
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Hogy kerultunk ide:

1.) Tul sok a sebezhetésegunk

2.) Az amerikai szervezetek kezdtek fizetni - valtsagdijat fizetni illegalisnak kell(ene) lennie
3.) A kriptovalutak megkonnyitik a pénzmosast

4.) Oroszorszag, Kina, Iran és Eszak-Korea



Biztositas
Nem kapsz két oriasi pofont, ha megmondod, hova ment az auté gazdaja.

- sokszor a technikai védekezés es megelozes helyett teszik

- kontraproduktiv

- sokszor ransomware brokerek targyalnak (CWT)

- pl. Dr.Shifro nevl orosz "kiberbiztonsagi tanacsado cég" — valdjaban felhajto

Suppott




Colonial Pipeline

. SODINOKIBI RANSOMWARE

Your computer have been infe.. X [EECCESEY

[&

To dECI‘VD! Vﬂut files

crée867-Decryptor costs

You have 2 da\,fc 22:52:45 Current price 0.46411566 btc
e " - 2,500 USD

o . e will be doublag
Hayl.ﬁ 012646 After time ends 0.92823132 btc
- 5,000 USD

- Ede, de bedezodoroztad magad
- Mit lopsz kuklopsz, gipsz klipszet lopsz kUuklopsz?
- Cukrozott csibecombcsontba szurt Moszkvics kisbusz luxus slusszkulcs

Na de hogy Sodinokibibkikkikkk...!?



Valami ujabb baleset, Safranek? Borotvalkoztam, uram.
No, de a keze... Abban volt a borotva, uram.

Iry 32 GIMP FX Founc

Colonial Pipeline system map

— Pipeline system — Sublines
® Main weekend delivery locations

Chris Krebs @ W
@C_C_Krebs

Ransomware shuts down one of the most critical regional
pipelines. This has gotten out of control.

Lnaan, Colonial Pipeline VS. DarkSide

us New Jersey
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Charlotte
Spartanburgh

Meridian

B.'s Biggest Gasoline and Pipeline Halted After Cyberattack
bloomberg.com

Houston,
Texas

¥

You need pay now, or

190.363 BTC (+10%) - 22537.751 XMR
after doubled.

380.725 BTC (+10%) - 45075.501 XMR

After payment we will provide you universal
decryptor for all network.



Digitalis Mohacs, Iépeées iiindulj!

- Napi 100 millié gallon (kb. 378 millio liter)
kapacitasu olajvezetek

- a texasi Houston és New York kozott

- 100 GB ellopott bizalmas adat

- 4.4 millic dollar (1.27 mrd HUF)

NEWS [

Home | Coronavirus | Video | World | UK | Business | Tech | Science | Stories | Entertainment & Arts | Health

Colonial Pipeline boss confirms
$4.4m ransom payment

Linden,ﬁ
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How did a cyber-attack lead to US petrol queues?

Colonial Pipeline has confirmed it paid a $4.4m (£3.1m) ransom to the cyber-
criminal gang responsible for taking the US fuel pipeline offline.



Mellekhatasok tekinteteben...
Colonial Pipeline VS. Elon Musk

Mar 24, 2021 m EDT | 102 013 vie

Elon Musk Reveals Tesla Will
Increase $1.5 Billion Bitcoin
Holdings, Boosting The Price

Forbes

ﬂ_, i ontributor @
s cr

in, erypto and blockchain can change the world.

Tesla TsLA +1% chief executive Elon Musk—whose tweets regularly move the

bitcoin price (as well as other cryptocurrencies)—has revealed people can now i B itcoi n n a I i S I e h et Te S I ét V e n n I

buy a Tesla car with bitcoin.

) Bitcoin price rc/usp)
- arfolyam: alé hopp!
$55'341 57 *71794%

Circulating supply
18.7M BTC

ver the last 12 months, taking the




De vajon 6 tudja-e, hogy mi tudjuk, hogy 0 tudja, hogy mi tudjuk, hogy 6..

When Elon Musk tweets, crypto prices move NEWS EEE]

How Elon Musk affects bitcoin prices, in one chart.

Home | Coronavirus | Video | World | UK | Business | Tech | Science | Stories | Entertainment & Arts | Health

Colonial Pipeline: US recovers most
of ransom, justice department says

By Rani Molla | @ranimolla | Updated Jun 4, 2021, 11:00am EDT

Linden, NJ

— y i

With a single tweet, Tesla CEO Elon Musk can move the crypto market. | Christo[‘ahe Gateau/Picture
How Elon Musk's tweets have moved bitcoin prices

~ Tweets that Tesla is no
longer accepting bitcoin

— Houston, TX|

_-Suggests Tesla
is selling bitcain

The US has recovered most of the $4.4m (£3.1m) ransom paid to a cyber-
criminal gang responsible for taking the Colonial Pipeline offline last month.

. Bitcoin breakup
Says Tesla tweet ™
has not sold ~

hitcoin

DarkSide - which US authorities said operates from eastern Europe and
possibly Russia - infiltrated the pipeline last month.

| | - Colonial 2021.05.07-¢én kifizette 4.4 mUSD-t
P - Bocsika, de megsem szeretjuk a Bitcoint...
- arfolyam: ajaj zsupsz...




Mi nem enni bator egerke. Nem.
Mi csak kiszivni szép piros verét.

JBS VS. REvil (Ransomware Evil)

- JBS a vilag egyik legnagyobb
husfeldolgozo vallalata

- vilagszerte tobb, mint
250 000 alkalmazott

- USA és ausztral informatikai
rendszerek, kaosz, aruhiany

- 2021. junius - 11 mUSD
(3.17 mrdHUF) kriptovaluta




Kaseya felhdszolgaltato VS. REvil (Ransomware Evil)

- 2021. julius - 70 mUSD valtsagdij

- alkudozas 50 mUSD-re univerzalis kulcseért



Nagy rablé maga, oregem!
Kosz a bokot, de ont senki se mulja felul, Mr Teufel!

- 2020. a ransomware bandak 350 mUSD bevétel, +311%
- 2019. valtsagdij atlag 84 eUSD (26 mHUF)

- 2020. valtsagdij atlag 154 eUSD (46 mHUF)



En szeretem dnt, Mr. Teufel.
Helyes! A beosztott szeresse fonoket! Ez cégunk egyik alapelve...
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2015. januar Sailpoint felmeéreés
- Az elbocsatott dolgozék 14%-a 100 fontert (40 ezer HUF) eladna korabbi céges jelszavait




A robotegér a legkisebb nyilason at is képes behatolni,
igy eljuthat a legtavolabbi Iétesitményekig is.

2021. augusztus
A Lockbit 2.0 kddot terjeszt6é banda sertett munkavallalokat, bennfenteseket toboroz

"Would you like to earn millions of dollars?

Our company acquire access to networks of various companies, as well as insider
information that can help you steal the most valuable data of any company.

You can provide us accounting data for the access to any company, for example, login
and password to RDP, VPN, corporate email, etc. Open our letter at your email. Launch
the provided virus on any computer in your company.

Companies pay us the foreclosure for the decryption of files and prevention of data leak.
You can communicate with us through the Tox messenger
https://tox.chat/download.html

Using Tox messenger, we will never know your real name, it means your privacy is
guaranteed.

If you want to contact us, use ToxID: xxxx"




Védekezes, megelbzes
Grabowski, megsebesult? Nem szokasom.

- frissités, napi biztonsagi mentés, RDP, AV, 2FA/MFA, settings, jelszavak, policy,

adminisztratori jogosultsagok korlatozasa, biztonsagtudatossag, erzékeny adatok nyugalmi
allapotban tortéend titkositasa, képzések, halozatok szegmentalasa, stb.

% Remote Desktop Connection

| Remote Dg

Computer:
User name:

The comp




. Maga melyiket valasztana Safranek?
O... hat... khm... izé... Nem értem a kérdést Uram.

CTO: kéne 2 millié dollar a védelem erésitesére!
CEO: j0 j6 j0, majd a kovetkez6 management board ulésen széba hozom...

CTO: kéne 2 millid dollar a védelem erésitesere!
CEOQO: tessék 200 ezer, és maskor hamarabb szolj am, ez az egész a ti hibatok!



Koszonom a figyelmet!

74

info@sicontact.hu

ANTI ﬂlll*: IIHH-

l[’fil




	KIBERFENYEGETÉSEK VILÁGJÁRVÁNY IDEJÉN
	Dia 2
	Dia 3
	Dia 4
	Dia 5
	Dia 6
	Dia 7
	Dia 8
	Dia 9
	Dia 10
	Dia 11
	Dia 12
	Dia 13
	Dia 14
	Dia 15
	Dia 16
	Dia 17
	Dia 18
	Dia 19
	Dia 20
	Dia 21
	Dia 22
	Dia 23
	Dia 24
	Dia 25
	Dia 26

