A virustorténelem legnagyobb baklovései

Descartes, when he finds out that
people who don't think also exist

OBUDAI EGYETEM

®
@ erT Digital Security
Progress. Protected.
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Csizmazia-Darab Istvan
[Rambo]
IT biztonsagi szakért6, ESET/Sicontact
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www.slido.com

Joining as a participant?




- Egyszer volt, hol nem volt
- Kié a legnagyobb hiba?

- F6bb szerepekben

- Osszegzés vagy ilyesmi

MINDEN JO VALAMIRE,

HA MASRA NEM, HAT

ELRETTENTO PELDANAK.
(MURPHY)
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Egyszer volt, hol nem volt 1/6
What 5SMB of data looked like in 1966
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"Ki a multat haborgatja, folyjon ki a fél szeme.
De ki a maltat elfelejti, annak mind a ketté".
(Alexander Szolzsenyicin: A Gulag szigetvilag) 5/48




Hogyan kezdodott?

En vagyok szupermen, a
vilag leger6sebb embere.
Nem fog rajtam a golyo.




1986. 3/6

)2 26 20 20 09230

- Az MSZMP KB alairja a McDonald’s kialakitasarol szolo szerz6dést :-D

- Stallone Cobra

- Ronald Reagan az USA elndke

- Csernobili atom katasztrofa

- Brain virus (Pakisztan): név, cim, telefonszam a kodban :-) 7/48



Hogyan kezdodott?

Tobb alkalommal irtak lapjukban és
a Mikrovilagban is virusokrol szol6 cik-
keket. Ezek t6bbnyire kiilfoldi példikra
hivatkoztak.

A virus azonban hazankat is elérte.
J6 nevii felsboktatasi intézményiink
tobb gépe is elfertozodott mar. Még
belegondolni is rossz, mi torténik, ha
minden felhasznalo tovabbadja baratai-
nak, kornyezetének a veszélyes kort.
Most a virusok egyik legkellemetlenebb
fajtajarol lesz szo. Terjedése igen gyors,
és mivel beleir a FAT tablaba, teljes
adatvesztést okozhat. Tovdbbi kiséroje-
lenség még, hogy a képernydkarakterek
idénként ,lezuhannak™ azalso sorba. Ez
azonban csak XT gépen fordul el6. E ro-
vid ismertetOvel segitséget szeretnék

MONITOR
Hozzaszolas virusugyben

nyujtani a szamitogépeseknek, hogy mi
a teendd fertézésgyanis esetben.

A virus jelenléte felismerheté a PC-
Tools 4.xx-es verzidjaval. A program
F(ind) funkci6jat kell meghivni, és a
kovetkezo hexa-sorozatot keresni: 01
FA 8B EC ES8 00 00 5B 81 EB. Eloszor
a winchestert, majd utina minden egyes
hajlékonylemeziinket végig kell vizsgal-
ni. Ha talaltunk ilyen karaktersoroza-
tot, az egyértelmiien jelzi, hogy ferts-
zOtt a lemeziink. Az érintett program
nevét a PC-Tools kiirja. Kénnyen észre-
vehetjilk a virus jelenlétét ugy is, hogy
irdsvédett lemezt teszink a meghajtoba,
és katalogust kériink. Ekkor az ,,Error
on drive A, Attempt to write on write
protected disk”™ hibaiizenetet kapjuk.

A virus a DOS-utasitasokkal is ter-
jed, tehat ha egy gépen ,csak™ a win-
chester virusos, hajlékonylemeziinkre
egy sima dir a: parancs is életveszélyes
lehet. A rendszerdllomanyok hosszit
szintén megnézhetjiik: a DOS 3.3-as
COMMAND.COM eredeti hossza
25307 bdjt. Inditasakor 1701 bajttal
lesz hosszabb az eredeti program. A vi-
rus az .EXE ¢és a .COM dllomanyokat
tdmadhatja meg. Egy programhoz
10bbszor is hozzamasolodhat.

Ha mir a gépilinkben van, akkor csak
a merevlemez Ojraformazasa segit, ab-
bol is a kemény, vagyis fizikai formazas.
Erre azért van sziikség, mert van a vi-
rusnak olyan forméja, amely tobb
DOS-formazast is elvisel a wincheste-

ren. Megfelelé erre a célra példaul a
Disk Manager vagy a diagnosztikai le-
mez. Ezt virusmentes gépen masoljuk
hajlékonylemezre, és onnan inditsuk el.
A rendszert és a hasznalatban levd
programjainkat uténa kizérélag biztos
forrasbol masoljuk vissza.

Ha ,tisztak™ vagyunk, elég arra vi-
gydzni, hogy a jovoben 11j programokat
csak a fent leirt ellenérzés utdn masol-
juk be winchesteriinkre. A vizsgalat
elétt még katalogust sem szabad kérni!
Tovabbi védekezésként, kiildndsen ha
t6bben is dolgoznak egy gépen, hasznos
lehet egy rovid programot irni a COM-
MAND.COM hosszanak figyelésére, és
ezt az AUTOEXEC.BAT-ba beleirni.

Csizmazia D. Istvdn




Hogyan kezdodott?

233.

234.

235.
236.

237.
238.

239.
. scansystem. lha

2777777777777 77 777777 77777777777 77777777777777777777777777777777777777

>>>>> VirusScanList Version: 1.23 - Date : 05-July-95 <<<<<<
----> OFFICIAL Virus Help The Netherlands Release <

GVP-HS15. lha ?
HardDiskSpeeder v1.5 1460
1924
SCANSYS.LHA ?
scansystem 10720
1hal70. lha 33323
trsi-mem.lha 3178
Members.exe 8584
LHA 1.62 ?
DMSWB208 . LHA ?
Dmswb 2.08 45732
Bulletin-Trojan

Signed : Jan Hendrik Lots

TR! Destroys many dirs and devices!
PP Karacic Trojan

up

File Deleter!

up

FK! 1.70 version

biomechanic TR!

Supposed to be a Schnelltro!
FK! 1.62 version

Contains DMS 2.06 TR!

upP

Changes many dirs

File Deleter! See '234.' also




Hogyan kezdodott?

TOTAL AMOUNT OF MALWARE AND PUA

1,400,000,000




V.4

F6bb szerepekben

|. AV ipar és tesztlaborok

ll. Felhasznalok

l1l. A sotét oldal

IV. OS és alkalmazas fejleszt6k

How users see the programmers

S

How programmers see the users
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tesztlaborok

ipar és

l. AV

QUICK START INSTRUCTIONS FOR McAFEE ASSOCIATES PROGRAMS
Last revised February 15, 1994,
Copyright 1990-1992 by McAfee Associates.
All rights reserved.

/M - This option tells VIRUSCAN to check system memory for all

known computer viruses that can inhabit memory. SCAN by default
only checks memory for critical and "stealth" viruses, which are
viruses which can cause catastrophic damage or spread the virus
infection during the scanning process. By default, SCAN will
check memory for the following viruses:

1530 15xx variant
2153 2560
3445-Stealth 4096



Az ég kék, a fii zold, a plagizalo masol I. 2/6

- 2010. januar: kb. 50e minta/nap

- A Kaspersky lopott észlelésekre gyanakszik

- 10 tiszta minta VT-be ("Hello World" Linux mingw crosscompiler)

- Megszuletett a "Trojan-Spy.Win32.Bzub.hrs", a "Trojan.Win32.KillWin.se",
és a "Trojan-Downloader.Win32.Zlob.bmwy" :-)

4
vmus 7
g DETECTION §
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M virustotal

SHAZ256: Odebdfalcc4a8ic591 a7 d9fchbi241 eda25aadce63b187c37al 8cf04 7cOfBIT7 2 $
Fajl neve:  5295d6d366c35594ab8b1ffod67d8202

tesztlaborok

ipar és

l. AV

Esdelési  12/41 @0 a 0

Virusirto
AntiVir
Antiy-AVL
Comodo

F-Secure
Fortinet
|karus

Kaspersky
McAfee-GW-Edition
Symantec
TheHacker

VBA32
a-squared

Eredmény

TR/Spy.BZub.hrs
Trojan'Win32.BZub.gen
TrojWare. Win32.5py.BZub.hrs
Suspicious:W32/Riskware!Online
W32/BZub.HRS!tr
Trojan-Spy.Win32.BZub
Trojan-Spy. Win32.BZub. hrs
Trojan.Spy.BZub.hrs
Supicious.Insight
Trojan/'Spy.BZub.hrs

Trojan-Spy.Win32.BZub.hrs
Trojan-Spy. Win32.BZub!IK

Utolso frissités
20100129
20100128
20100130

20100128
20100130
20100130
20100130
20100130
20100130
20100130

20100128
20100128




tesztlaborok

ipar és

l. AV

Summary

The NSS Labs Endpoint Security test (see above) was challenged by Sophos, AVG and Panda Security.
The following conclusions were reached by the Review Analysis Committee, which compared
AMTSQ's Fundamental Principles of Testing to the above report. Principle 9, which relates to active
contact points, was evaluated through interviews with the testing organization and the challenging
organizations.

The principles and results are as follows:

1. Testing must not endanger public.
2. Testing must be unbiased.

4. The effectiveness and performance of anti-malware products must be measured in a
balanced way.

5. Testers must take reasonable care to validate whether test samples or test cases have been
accurately classified as malicious, innocent or invalid.

8. Test results should be statistically valid. - -
9.Vendors, testers and publishers must have an active contact point for testing-related
correspondence.
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6/6

2017. USA Kaspersky tiltas a kormanyzati gépekrél

- 2015-ben orosz hackerek a viruskeres6t hasznalva loptak mindsitett
anyagokat egy NSA alkalmazott otthoni gépérél

- ezt izraeli titkosszolgalati tgynokok fedezték fel, akik maguk is
feltorték a Kaspersky halozatat

- valos id6ben rogzitették, hogyan kérdeznek le kulcsszavakat
a felhasznaloi gépeken 18/48



Frissitések elhanyagolasa I. 1/7

- 2003.01.25.: SQL Slammer/Zaphire worm

- MS SQL Server 2000 biztonsagi rése
puffertulcsordulas

- A patch 2002.07.24-én jelent meg :-)

- "Flashworm", nincs fert6zott fajl,
csak a memoriaban

- Az akkori AV-knak esélye sem volt

- Aha! - A biztonsagi frissitések fontossaga

19/48



Il. Felhasznalok

Packet Loss %

Timezone ()

GMT  Jan 24

Jan

Glabal ISP1000 (£93)
DNS servers (302)

Global Internet (2463)

g Global Paths (1389) 8 Global Web (731)

(c) Copyright 2003 Matrix NetSystems, Inc.
02:00 04:00 06:00 08:00 10:00 1200 14400

www matrixnelsystems. com

1600 1800 2000

EST Jan24 7PM 9PM 11PM Jan253AM 5AM 7AM 9AM 11AM 1PM 3PM



Il. Felhasznalok

Conficker Eye Chart

SecureWerks




Frissitések elhanyagolasa IV.

Elmaradt szoftverfrissités is kozrejatszhatott
egy katonai helikopter balesetében

TOKOLI GABOR | 2023.04.18. | BIZTONSAG
Az ausztral hadsereg gépe a pildta hibajabdl pottyanhatott a tengerbe, de elvileg rendelkeznie
kellett olyan programmal, ami megakadalyozta volna a kockazatos mandvert.

Cl0O HUNGARY

Az Australian Broadcasting Corporation (ABC) belsd forrasaira hivatkozva szamolt be
rola, hogy az eredetileg eurépai tervezésd MRH-20 Taipan helikopterek
szoftverfrissitését annak ellenére sem telepitették a teljes ausztral flottajara, hogy a

417
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Il. Felhasznalok

Cwitter

[,’..'Eﬂ’é foxnews

- COom

Breaking: Bill O Riley is gay

Home Profile Find People Settings Help 127 Sign out

Name Fox News
Location New York, NY
Web http./ /www. foxnew...

0 6,311 85,668
following | followers | updates

¥ only foxnews's updates
Search




2021. Solarwinds 6/7
- A SolarWinds Orion ITSEC monitoring rendszeren at
- Orosz hackerek hatso ajtot (backdoor) telepitettek
- Legaldabb 18,000 érintett szervezet (USA, EU)
- USA minisztériumok, FireEye, MS, Intel, Cisco, Deloitte, Nvidia, stb.
- A frissitésért felelGs szolgaltatasuk hitelesitése: solarwinds123 jelszéval

The Hacker News

SolarWinds Blames Intern for 'solarwinds123' Password Lapse

f# Mar 01,2021 & Ravie Lakshmanan

As cybersecurity researchers continue to piece together the sprawling SelarWinds supply chain attack,
top executives of the Texas-based software services firm blamed an intern for a critical password

lapse that went unnoticed for several years.

The said password "solarwinds123" was originally believed to have been publicly accessible via a

GitHub repository since June 17, 2018, before the misconfiguration was addressed on November 22,

2019. 24/ 48




Il. Felhasznalok

Amikor rajovok, §
hogy a ChatGPT
mar el tudja
végezni a
munkamat

Amikor rajovok, @
hogy a ChatGPT §
mar el tudja M
végezni a
munkamat




lll. A sotét oldal

WITH A STRONG ALGORYTHM R5A-1024

AND YOU CAN'T GET AN ACCESS TO THEM
sl

WITHOUT MAKING OF WHAT WE NEED!

il ol =

B HEAD 'HOW TO DECRYPT' TXT-FILE

g ON Y'OUR DESKTOP FOR DETAILS

JUST DO IT A5 FAST AS YOU CAN!
REMEMBER: DON'T TRY TO TELL SOMEONE

ABOUT THIS MESSAGE IF YOU WANT TO GET
YOUR FILES BACK! JUST DO ALL WE TOLD.

iy start 2]

"4y 6143 PM



lll. A sotét oldal

Beating Heart Live W

allpaper

Urban Pyl

LR

Samsung Galaxy Ace 4
Product Specifications

Memory

[— 3G -

-2 ° +4GE Int
SAMSU

oM
F . 10onl 12:45 PAR

12:45.. 7c¢>

Tue, 17 Dec London O

[}

© 0o

ChatON / Camera  Play Stode




Kapitalis hiba a SimpLockerben I. 3/6

BHumaHee Bawi TenechoH
3abnokupopa!
YcTponcTeo 3a6n0KUpPOBaHo 3a
ﬁ . . NPOCMOTP U pacnpocTpaHeHue
AeTcKoit nopHorpadumu,

Gmail Google SGquIe ogle+
i 300ChUNMUM N APYrUX

. . . WU3BpaLLeHUH.

Hangouts Help Keep
[na pazbnokUpoBKK Bam HeoOxogumo

' l £ onnatute 260 pH
r o’ 1. Hangute BAMXaNLLIMKA TEpPMUHAN
NONONHEeHWA CHeTa

2. B Hem HanguTe MoneXy
3. Beegure 380982049193

Messaging Sex xonix | My Vodafone

naTtuTb.

. & u (N) 4, Buecute 260 rpuBeH U HAXMUTE on
% ey
He 3abyaTe B3ATL KBUTaHUMIO!
People Phone YA -

Photos
flocne nocTynneHuAa onnaTel Bawe
NOKWpOBaHO B

ycTpoMcTeo Byaer p
TeYeHun 24 yacos

. H i B CNYYAW HE YNNATHI Bbl MOTEPAETE HA
BCEr A BCE OAHHBLIE KOTOPBLIE ECTb HA

Play Books Play Games  Play Movies . e
BTV BALLEM YCTPOUTBE!

2014. junius: Simplocker - az elsé valtsagdijas kartevé Androidon
- Beolvassa az SD-kartyat, AES titkositja az adatokat, valtsagdij
- jpeg, jpg, png, bmp, gif, pdf, doc, docx, txt, avi, mkv, 3gp és mp4 fajlt

- Hrivnyaban (ukran) kovetelt valtsagdijat oroszul 28/48



Kapitalis hiba a SimpLockerben II. 4/6
- « </ 1309
g Total Commander 4 M

% /storage/sdcard0/DCIM/Camera 0/14

o /\ “ V4 7 . . 7 7
t S 2 - A dekddold jelszavak fix konstansként tarolva :-)
1374562733036.jpg.enc
81.0k 06/03/14 01:09 PM
1374569404939.jpg.enc
222.4k 06/03/14 01:09 PM
1381839929736.jpg.enc
188.9k 06/03/14 01:09 PM b b b by o
1381840139939 jpg.enc - AV-gyartok free dekddold szkriptek
203.5k 06/03/14 01:08 PM
1381840153042 jpg.enc
219.4 k 06/03/14 01:08 PM
1381840336683.jpg.enc
193.4 k 06/03/14 01:08 PM
C360_2013-05-02-08-41-53-370,]

B oo - 2014. julius SimpLocker 2.0:

508.3 k 06/03/14 01:09 PM

BB IMG_20120713_124649 jpg.enc ZIP, 7z és RAR — de a konstans maradt :-O

o
ab2 «
cdeP m’

29/48



lll. A sotét oldal

If for some reasons the address is not available, fo

1 wrload and install tor-browser: hit) ww. torpro I rb

2. After a su ful installation, run the browser and wait for initialization.

3. Type in the address bar: lgemfolptSntjact.onion
4. Follow the instructions on the site.

IMPORTANT INFORMATION:

Your Home PAGE: http://lgemfolptSntjaot.onion.nu

Your Home PAGE(using TOR): lgemfolptintjaot.onion

Your |D# (if you open the site (or TOR 's) direc qDgx5Bs6H




lll. A sotét oldal

J > Test - [ 4]

Organize « Include in library = Share with = Slide show

-

¢ Favorites | L
sl Desktop
& Downloads

‘2| Recent Places

Chrysanthemum. = Desert.jpg.[black.
7 Libraries jpg.[blackworld | world@tuta.io].n
| Documents 3 @tu‘ta.io].nuclear_ uclear

L B
[

B Videos

.% Homegtoup Koala,jpg.[black.  Lighthousejpg.[b

world@tutaiol.n  lackworld@tuta.i
& Computer uclear ol.nuclear

=

£, Local Disk (C3)

) 8 items

Hydrangeas.jpg.[
black.world@tuta
.io].nuclear

Penguinsjpg.[bla
ckworld@tuta.ic
l.nuclear

Jellyfish.jpg.[blac
kworld@tuta.io].
nuclear

Tulipsjpg.[black.
world@tuta.iol.n
uclear

Moses Staff
noses_staff_se

We’ve been able to penetrate cyber infrastructure of
the criminal Zionist government and found 22 terabyte
3D photos of all Israel areas taken by themselves to an
accuracy of 5em.

For more information, visit our website and Telegram
channel.

§®

Moses Staff boasting on Twitter



IV. Fejlesztok

About Vbawg 2 Beta

nz Generator 2 Beta, By [K]



1997. MS - Macro virusok IlI.

- Eleinte csak par tucat észlelés az Office 97 makrdovédelemben

- A kezdeti makrok Word Basicben

- Kés6bb attérés a Visual Basic for Applications formara

- Megnyitaskor AUTOMATIKUS konvert WB makro - VBA makroé
- El6tte mindenbdl csak egy verzid volt: példaul Wazzu.A
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- Mar a kiilonbo6z6 teriileti nyelvek miatt is rengeteg uj alverzio lett
- Meredeken nétt a makrovirusok szama :-O




IV. Fejlesztok

WM/Concept.A:

File Edit Tree Help
i F-MACROUSINFECTEDACONCEPT . DOX
[2) 1Conpobj
#20biectPool
@ WordDocument =————virus
@ I1SummaryInformation

wW97M/Concept.A:

File Edit Tree Help

C  \UORKNF-MACROUNINFECTED~W97MCONA . DOC
[B1Table
Macros
&R
@ dir
EA2A7A0 ——
E1A24ZFS ‘———‘ﬁa-—v:.r‘u.e
@ FayLoad '__'___,
@ AutoOpen «~
@ ThisDocument
[E)_VBA_FROJECT
B PROJECT
B PROJECTwn
@ 1ConpOb3j
@ WordDocunent
[E) 1SummaryInfornation
[B 1DocunentSunmaryInfornation
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= Window Layout Properties @1

You can show or hide parts of Outlook Express to best suit
your needs. Check the components below to view them.

Cant'acts DC'ulloali Bar I:]‘i‘lews Bar D"?El HE"“:".'I' E"D'
Folder Bar Status Bar
Folder List Toolbar

IV. Fejlesztok

ft zaps not boday |

Customize Toolbar...

Preview Pane

Use the preview pane to quickly view a message without
openi rate window.

(3) Below messages (O Beside messages
[[] Show preview pane header




IV. Fejlesztok

F SOMEONE. STEALS MY LAPTOP WHILE I'M
LOGGED IN, THEY CAN READ MY EMAIL, TAKE MY
MONEY AND [MPERSONATE. ME T MY FRIENDS,

BUT AT LEAST THEY CANT INSTALL
DRIVERS WITHOUT MY PERMISSION.




2001. MS - Ismert fajl tipusok megjelenitése I. ‘

-~

- Windows XP 6ta alapértelmezett

| a rejtett opcio

&
“:‘f/

% »

6 - Rossz otlet - pl. worm programok
- 2000: "Love-letter-for-you.TXT.VBS"

IV. Fejlesztok

- 2001: "AnnaKournikova.jpg.vbs"




IV. Fejlesztok

Folder views
‘You can apply the view (such as Details or Icons) that
you are using for this folder to all folders of this type.

= Apply to Folders ‘ Reset Folders

Advanced settings:

.. Files and Folders

[ Mways show icons. never thumbnails
Always show menus
Display file icon on thumbnails
Display file size information in folder tips
Display the full path in the title bar (Classic theme only)

| Hidden files and folders

@ Dont show hidden files, folders, or drives
() Show hidden files, folders, and drives

[ Hide empty drives in the Computer folder

W] Hide extensions for known file types

[ General | View
Folder view*k

You can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

- Apply to Folders Reset Folders

Display file icon on thumbnails
Display file size information in folder tips
[] Display the full path in the title bar
I Hidden files and folders
(® Dont show hidden files, folders, or drives
() Show hidden files, folders, and drives
Hide empty dri

Hide folder merge conflicts
Hide protected operating system files (Recommended)
[] Launch folder windows in a separate process
] Restore previous folder windows at logon

Lok [ ool |[ ey |
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IV. Fejlesztok

InfoWorld

CHANNELS App Dev Applications Big Data Cloud Computing Ceonsumerization

* News Test Center Technologies Tech Waich White Papers We
JANUARY 22, 2013
Disabling Java in Internet Explorer: No
easy task

Firefox, Chome, and Safari let you. But short of a complex,
CERT-documented process, there's no reliable way to disable
Java in IE

By Woody Leonhard | InfoWorld g Follow @woodyleonhard

grim © UBDo . T o

Mo doubt you've heard the news: Oracle released
Java 7, Update 11 on Jan. 13. By the next day,
exploits started appearing that took advantage of
the Update 11 code. Last Friday, Adam Gowdiak,
CEO of Security Explorations, reported yet
another series of problems with the latest version

of Java:




2005. SONY rootkit

- Rootkit masolasvédelem (XCP)
a Van Zant zenei CD lemez

r|-|
]

e

- Véletlenul derult ki (Mark
Russinovich, Winternals)

ﬁ | COMTEHT EHHAMCED & PROTECTED
s o T - - e

- Ismeretlen halozati forgalmat
generalt Sony szerverekre
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- Ki, mikor és milyen IP-cimen
jatszotta le az albumot
(Napster .mp3 per 2001.)

\'-‘-———-———F"..-"

- Tagadtak, visszavontak

- Kartevdk a rejtett mappaban




It doesn't get
PC viruses.

IV. Fejlesztok

Safeguard your data. By doing nothing.

With virtually no effort on your part, Mac OS X
defends against viruses and other malicious
applications, or malware. For example, it thwarts
hackers through a technique called “sandboxing” —
restricting what actions programs can perform on your
Mac, what files they can access, and what other
programs they can launch. Other automatic security
features include Library Randomization, which
prevents malicious commands from finding their
targets, and Execute Disable, which protects the
memory in your Mac from attacks.

Download with peace of mind.
Innocent-looking files downloaded over the Intermnet

Mac security A

| |
features. i{ §
A Mac takes strong -

measures to keep
your digital world as safe as
possible.

Defense against viruses o
and malware

Download alerts

Automatic security
updates

Parental controls

Antiphishing aleris




IV. Fejlesztok

- Store Mac iPod iPhone iPad iTunes

About Flashback malware removal tool

This update removes the most common variants of the Flashback malware. This update contains the same malware
removal tool as Java for OS X 2012-003.

If the Flashback malware is found. a dialog will be presented notifying the user that malware was removed.

In some cases, the Flashback malware removal tool may need to restart your computer in order to completely
remove the Flashback malware.

This update is recommended for all OS X Lion users without Java installed.
SHA1: d4372b9bb14387a20567817ab7e03eal03fdffc2
upport.apple.com/kb/HT 5246 for more details about this update.

upport.apple.com/kb/HT 1222 for information about the security content of this update.

Support Q

Version:




Safety. Built right in. Mac security

2 ; ; features. o/
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technologies that work hard to keep your Mac safe. measures to keep

For example, it thwarts hackers through a technique your digital world as safe
’ ' called “sandboxing” — restricting what actions as possible.
It S bUllt to be programs can perform on your Mac, what files they ——
Defense against (V]
can access, and what other programs they can viruses
launch. With FileVault 2, your data is safe and and malware
secure — even if it falls into the wrong hands.
FileVault 2 encrypts the entire drive on your Mac,
protecting your data with XTS-AES 128 encryption. Automatic security o
Initial encryption is fast and unobtrusive. It can also updates
removable drive, helping
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